A& Quick Set

SETTING ROUTER

1. Setting DHCP Client

L CAPsMAN
8 Interfaces
1 Wireless
EE Bridge
= PPP
== Switch
°3 Mesh 1
EF 11 we ot
g AR ' Accounting DHCP Cient | DHCP Ciert Options
Routing [* Addresses
©Smtem | Goud 2 [£]3] [“][] [&] [¥] [Relese |[Renew |
& Queues DHCP Cliont Interface /|useP..|Add D..[IP Address  [Expires After |Status [+
Files DHCP Relay
|| Log DHCP Server
L RADIUS DNS
% Tools I Firewal
Mew Teminal Hotspot
Q Make Supout rf Psec
& Wanual Kid Control
e Mew WinBox Neighbors
‘ Exit Packing
Pool
Routes
SNMP
Services
Settings
Socks
TFIP
Traffic Flow
UPnP
Web Prowy
5 =
DHCP Client
- =1
e
|IntefFace . ||v
Interface: |etherl ¥ Cancel
e |
Add Default Route: Tyes TF]
Release
=
Ditems |disab|ed Status: stopped

DHCP Client | DHCP Client Options

#|=/[4lx] (a [¥] | Rdesse [ Renen
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2. Cek Koneksi ke www.google.com

x Tools |
| o Make Supout rif

& Manual
& New WinBox

=

¥

Terminal

[admin@MikroTik] > ping google.com
SEQ HOST
0 74.125.130.100
1 74.125.130.100 56 103 6Tms
2 74.125.130.100 56 103 &Tms
sent=3 received=3 packet-loss=0% min-rtt=6Tms avg-rtt=%8ms max-rtt=162ms

SIZE TTL TIME STATUS
56 103 1l62ms

[admin@MikroTik] > I

3. Buat dua Vlan di interfaces ether2

1 Wireless
gz Bridge
=g PPP
=5 Switch
°13 Mesh

kgl IP
& MPLS

5 CAPsMAN
8 Interfaces
1 Wireless
gE Bridge
=g PPP

== Switch
“15 Mesh
lz=s P

<7 MPLS
ﬁ Routing
System
’ Queues
| Files

1 CAPsMAN 1

It List

(]

Herfacel_iﬁ Ethemet EolP Tunnel IP Tunnel GRE Tunnel VLAN VRRP  Bonding LTE

|l
Name / [Type |Actual MTU [LZ MTU [Tx [Rx | T Packet (p/s) |+

R 4 etherl Ethemet 1500 1598 Dbps Dbps 0

R 4 ether? Ethemet 1500 1598 Dbps Dbps 1]

R 4jsetherd Ethemet 1500 1538 54 6 kbps 4.0kbps 7

r 5 pwrding1 PWR 1500 1558 O bps O bps 0
Fy% 4 wlani Wireless {Atheros ARS... 500 1600 Obps Obps 0

EclP Tunnel
IP Tunnel
GRE Tunnel

VRRP

Bending

Bridge

Mesh

Virtual Ethernet
VPLS

Traffic Eng Interface

% | v | =

Iteface | nteface Lt | Generd | Loop Profect  Status  Traffc N
O e =
[Name /] Type: VLAN |
R e etherl | el |
R e ethjrS : Actual MTU: | |
X dpwlani L2 MTU: ‘ |
MALC Address: ‘ | Copy
ARP: [enabled [3]| [ Remove |
| ARP Timeout: | |~ Torch
5items

2f veano:[10 | |
3 | Interface: [ether2] =]
[] Use Service Tag

' !
[Mame [ Type Type: [VLAN | ‘ Apply |
R esether Bthermet MTU: 1500 |
R 4ibether Bthemet
R vanl0LAB-TKI VLAN | Actual MTL:| |
R divetherd Ethemet L2MTU: | |
1+ pwrdine 1 PWR Copy
X b wlanl Wireless| MAC Address: ‘ |
ARP: [enabled 5] || Remove |
. ARP Timeout: | | - Tarch
&items
2 [V 20 ] |
3 [Interface: [ether? | =]
[] Use Service Tag

|enabled ‘ | e
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List 0] ]

Intes

Interface | Inteface List Ethemet EolP Tunnel IP Tunnel GRE Tunmel WLAN VRRP EBonding LTE
7 [ Type [Actual MTU [L2MTU |Tx [Rx

Ethemet 1500 1598 Obps

Ethemet 15 1558 Obps

4p vlan10 LAB-TKJ VLAN | 1 1554 Obps

vlan20 LAB-RPL VLAN 1500 1554 Obps

etherd Ethemet 1500 1598 74.3 kbps

1 pwrdine1 PWR 1500 1558 Obps

X @pwlani Wireless (Atheros ARS... 1500 1600 0 bps
Fa T To

4. Konfigurasi Wireless untuk jalur Hotspot
|8 Interfaces

Wireless
52 Brdge 1

W6E0G Station  Nstreme Dual  Access List Registration Connect List  Security Profiles  Channels

= PPP

== Switch WPS Client || Setup Repeater H Scanner || Freq. Usage || Alignment || Wireless Sniffer H Wireless Snooper |
©15 Mesh Actual MTU [T = | T Packet (o/s) _Rx Packet (/) |FP Tx >
P 1500 0bps Obos 0 0

<7 MPLS

WiFi Interfaces ‘ v Genera HT HTMCS WDS Mstreme Status Traffic 3 QK
E”EI E Mode: Jap bridge |3 Cancel
[Name Band: |2GHz-B/G/N [=]] E Foply |
G wian1 Channel Width: [20MHz [=] :
Frequency: [2412 | % MHz
55ID: |UKK-2021-Hilmi =
. | Frequency Mode: |manual-upower || 3| ‘ Advanced Mode |
1item out of 7 (1 sel Country: [no_country_set &3 ‘ Torch |
Installation: |any |#] WPS Accept
Antenna Gain: [0 | dBi \WPS Client
Default AP Tx Limit: | | * bps Setup Repeater
Default Ciient T Limit: | | = bps

Scan...
Default Authenticate
Default Forward

Freq. Usage...

w
ES
ES

AL

Snooper...

Reset Configuration

running ap

Unidentified network

Mikro-Rumah

UKK-2021-Hilmi

OPPO F9

o

Airplane mode

A & E@qy
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5. Setting IP Address pada interfaces Wireless dan Vlan
“Ia Mesh

| S I ] arp

&’ MPLS 1 " Accourting

Address List

[+]:

4% Routing I I Addresses Z
System M Cloud _I.Pv.ddress & |Network |Irrterfal::e ||v
_ D = 10.20.30.254/... 10.20.30.0 etherl
& Queues DHCP Cliert
[ Files DHCP Relay
|| Leog DHCF Server
S RADIUS ONS
% Tools 3 Firewall
MNew Teminal Hotspat
| & Make Supout rif |Psec
& Manual Kid Control
[Ollx]
HE
|Mdress & |Ne°twork |Irrterface ||V
D = 10.20.30.254/... 10.20.30.0 etherl
New Address
Address: [192.168.10.1/24 |1| oK |
Netwok:| |~
Interface: |EELRINET:R N A] 2
Fpply
enabled
1item
[Ollx]
/=] vl Find
|Address i |Neiwork |Irrtefface ||V
O =P 102030254/ 1020300 etherl
or 192.168.10.1/.. 152.168.10.0 vlan10 LAB-TKJ
Mew Address
Address:[ 192.168.20.1/24 J1 OK
Netwo:| |~
wlan2D LAB-RPL
2 item|[enabled
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[#[=] ][] (o] [¥] o

|Mdress & |Ne°twork |Irrterface |"r
D = 10.20.30.254/24 10.20.30.0 etherl

o 192.168.10.1/24  152.168.10.0 vlan10 LAB-TKJ

o° 192.168.20.1/24  152.168.20.0 vlan20 LAB-RPL

New Address =l E
Address:l 152.168.30.1/24 Il 0K

Newor: | |~

rieace: [T =] o

Disable

Comment
Copy

Remove
Jiteq
k] enabled P

Address List =E3

[#=] vl [o] [7] g

|Mdress £ |Ne¢work |Irrtefface |v
D g0 10.20.30.254/24  10.20.30.0 etherl
o 192.168.10.1/24  192.168.10.0 vlan10 LAB-TKJ
o 192.168.20.1/24  192.168.20.0 vlan20 LAB-RPL
== 192.168.30.1/24  152.168.30.0 wian 7

4 items

6. Setting NAT pada Firewall

&7 MPLS I Accourting I

3 Routing M Addresses Fiter Rules E. Mangle Raw Service Ports Connections = Address Lists  Layer7 Protocols

System [ Cloud E Ig |l]l] Reset Counters ||uu Reset All Counters | E
& Gueues DHCP Client # | |Action [Chain Src. Address |Dst. Address |Proto...|Src. Port  [Dst. Pot  |In. Inter...[Out. |+
| Files DHCP Relay

|| Log DHCP Server

L RADIUS DN3

P T

New Terminal Hotspot

|_,1 Make Supout rif IPsec ‘_l *
& Manual Kid Cartrol fitems
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New MAT Rule
S et e ] s
L Chain: [srcnat 2 T+] s
Src. Address: | | - | Aoply |
Dst. Address: | | -
Dizable
Pt i
- -
Dst. Port: | |+ =
Any. Port: | | = Fmave
e .
Ot nsface: 3]~ | [[Feset t Counen
In. Interface List: | | -
Out. Interface List: | | -
Packet Mark: | -
Connection Mark: | | -
Routing Mark: | | -
Routing Table: | | -
Connection Type: | | -
enabled

MNew MNAT Rule

[ ] Log Apply
Log Prefix: | |- Disable

To Ports: | | - Comment

Coy
Remave
Reset Counters

Reset All Counters

e

enabled

Firewall =] E3
Fiter Rules  NAT | Mangle Raw Service Ports  Connections  Address Lists  Layer7 Protocols

EIEI |DD Reset Counters ||DD Reset All Counters | | Find | all | %]

# | |Action |Chain Src. Address | Dst. Address |Proto... |Src. Pot | Dst. Port  |In. Inter...|Out. | +
1] 2| mas... srcnat etherl
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Konfigurasi Hotspot

Accourting

€S | Server Profiles  Users  User Profiles  Active

Hostz  IP Bindings = Service Portz  Walled Garden

ﬂ Routing Addresses

L Reset HTML || Hotspot Setup |4 Find
[#][=] [ ][] [¥] | [ |

|Address Pool  [Profile

|Mdresses

System Cloud
Q Queues DHCP Client |Name b |Interface
Files DHCP Relay
|| Leg DHCP Server
L RADIUS DNS
% Tools [ Firewal
New Teminal
| o Make Supout rif |Psec
€ Manual Kid Control
s Mew WinBaox Neighbars
Packing

Set HotSpot address for interface

Local Address of Metwork: Ji 24

Masquerade Metwark

| Back |[ Next |2 cancel |

Hljltsp ot Setu p E m

Back J Mext Cancel

Select hotspot 551 cenfficate
Select Cettificate: ¥

Back .Ni Cancel
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Hots pot Setu ul

Select SMTF server
IP Address of SMTP Sewer:lm 1 I

2
| Back || Next | | Cancel |

Hotspat Setup

Setup DNS configuration

DNS Servers: [192.168.30.1 1

| Back || Next | | Cancel |

Hotspot Setup
DOMS name of local hotspot server
DNS Name: jukk 2021hilmi net| 1 |

2
| Back || Next] | Cancel |

Hotspot Setup

Create local HotSpot user

Mame of Local Hot Spot User: | hilmi

Fassword for the User: | hilmi

s (] £ o

Hotspot Setup

Setup has completed successfully

8. Setting DHCP Server Untuk LAB

DHCP Client
DHCP Relay

DHCP Server 2

— =

Firewall
# Tools ~
BH New Teminal ST IEHEI I—IDHCF il | e Faip| |4
ety IPsec | [Name 7 Interface |Relay  [Lease Time |Address Pool [ Add AR... [=|
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Select interface to run DHCP server on
DHCP Server Interface:
2

| Back | Mt | Cancel |

DHCP Setup

Select netwark for DHCP addresses

Gateway for DHCP Metwor: REERLESRINE

2
| Back |[ Next | | Cancel |

DHCP Setup

DHCP Setup

&

¥

| Back |[ Next | | Cancel |
2

Lakukan hal yang sama Server DHCP untuk LAB berikutnya, terkecuali untuk jalur Hotspot karna
sudah dilakukan pada saat mengkonfigurasi Hotspot.
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9. Setting Graphing (Memonitroing Bandwidth)
[ Files

BTest Server

= —
; - ;mus Bandwicth Test Graphing
Email Queus Rules  Resource Rules ...
T o s @]
| & Make Supout rif Graphing s Interface /| Mlow Address |Store on D...| e
IP Scan
& Manual
*Hanya bisa diakses oleh LAB-TKJ
Interface Rules | Queue Rules  Resource Rules
E”EI Graphing Settings frnd
Interface 4 |Alluw Address |Store an Dl |T
herl T92.160.10.0/28 _ yes 3

Interface Graphing Rule <sther:

Store on Disk 1

Cancel

Fpply

Copy

Remove

1 item
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10. Block Akses Youtube pada LAB RPL

3
Fiter Rules NAT Mangle Raw Service Ports Connections  Address Lists Layer7 Protocols

Accounting
42 Routing Addresses

Cloud
DHCP Client
DHCP Relay
DHCP Server
DNS

Firewall L7 Py

Name:l)’outube 5 I
R .

I? 0K I

New Teminal Hotspot = .
& . #Hyoutube com)."$

| o Make Supout if IPsec Aoply

€ Marual Kid Control

l. it Packing Copy

Pool
Routes
SNMP
Services
Settings

Remove

-
3 Wireless
Ef Bridge
2 PPP

=2 Switch

FilterRuIes|NAT Mangle Raw Service Pors  Connections  Address Lists  Layer?

E @ |DD Reset Counters ||DD Reset All Counters |
L5

Firewvall Rul 1

; ot i S

I Accounting g _ =
38 Routing M Addresses Chain: | forward 5 > Cancel
Syt | o Sre. Address: [ i192.163.21].ﬂf24 6 L Poply
g Queues DHCP Cliert Dst. Address: | |- ’m‘
Files DHCP Relay Protocol: | E
|| Log DHCP Server
M RADIUS NS Src. Port: | | =
New Teminal Hetspot Any. Port: | | =
| & Make Supout sf |Psec In. Interface: | |-
ﬂ Manual Kid Contral Out. Interface: [ | Hher'l 7 ” = IA Reset All Counters
@ New WinBox Neighbors
l Exit Packing In. Interface List: | | -

Pool Out. Interface List: | | -
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Firewall Rule <10.30.30.

Generdl | Advanced | Exra | Action | Statistics

Src. Address List: | ]+ [#]
p— -
Layer7 Protocal: [ | youtube 2 [E3 PS
Cortent. | |~
Covecin e | -
Connection Rate: | | =
Per Connection Classifier: | | bt
Src. MAC Address: | | =
| Reset All Counters
it Rrdne Part | | -

Firewall Rule <152.168.20.0

General  Advanced E:d.ra Statistics 3 QK

Action: J[s[j]s] E Cancel :

[]Log
Log Prefix: | | Disable

Comment
Co
Remove

Reset Counters

2 =

Reset All Counters
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1. Setting Bridge
¥ Interfaces

SETTING SWITCH MANAGEABLE

2 [O][x]

New Teminal
= MetaROUTER
'} Partition

& Wanual
@& New WinBox

¥ Interfaces

=R PPP
g2 Switch
°15 Mesh
lzss| P

<7 MPLS
42 Routing
System
Q Queues
[ | Files
.| Leg
_ﬁ. Radiuz
% Tools I3

New Terminal
= MetaROUTER
#Z Parition

| 4 Make Supout rf

& Manual
@ New WinBox

B Exit

- 7 7

| 2 Make Supout rif

- 7 = 7

IBn'dge || Pots Fiters NAT Hosts
o1 EIICAE
=3

/| Type 12 MTU [T
R 4tbrdgel Eridge & 65535

Interface <bridge 1=

3 STP  Status  Traffic 5 0K
Name: 4 | | Cancel |
T'_.'pe:|Br1dge | | Bpply |
MTU: | | -

Actual MTLI: [1500 |
L2 MTL: |65535 |
MAC Address: | | Copy
ARP: [enabled [+] | Remave |
*| Admin. MAC Address: | | - Tarch |*

2

BridgeFiers MAT Hosts
[+]=] [~][] (=] [v] F

Interface o |Bridge |Pri0rit)r{h... |F‘ath Cost |Horiznr1 |HOIe |
4=t etherl bridge 1 a0 10 designated port
4t etherd bridge1 a0 10 disabled port
4t efherd bridge1 a0 10 disabled port
[Oilx]
General | Status 5 OK
4 Interface |ether1 || $| Cancel
Bridge] |bridge 1 = | Bpply |
Samalan Bedakan Interfacenya saja [3)[x]
Status
Interface: |e|5".rar.2 || 3| Cancel
Bridge: |bridge1 ¥

Bridge Port <ether3:

Interface | [Ei=a3

Bridge:| bridge1

Priarity: |80
Path Cost: [10 |

Horizon: |

=]
[=]

=1

Edge: |auto
Paint To Paint: |auto
Futemal FDR- [autn
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2. Setting Switch dan VLAN

g Interfaces 2 =/ E3

Bridge
% opp Switch Host VLAN Rule
b= Switch 1 Find
*13 Mesh _Name . Swiigh VLAN Mode VLAN Header | Defau VIANID | >
& P [ etherl switch1 secure add if missing 0

S MPLS - ethers? switch 1 secure always stip 10 2
% ather? switch1 secure always strip 20
ﬂ Routing ¥ etherd switch | dizabled leave az is [1]
{54 System [ etherd switch1 disabled leave asis 0
;Q switch1 cpu switch 1 dizabled leave as is 0
Leues
[ Files @E
|| Log Mame; |etherl I QK I
S Radius Switch: [switch1 Cancel
A Tools r VLAN Mode: [secure ] Aoply
New Teminal VLAN Header: jadd if missing |i|
o= L
¥> Parition
| 4 Make Supout.if |
& Manual @E Switch Port <etherd:
@ New WinBox Name: |ether2 oK Mame: |etherd oK
E e Swich [ e | Swich
WLAN Mode:||securs |# Aoply WLAN Mode: Aoply
VLAN Header | always strip |+ VLAN Header:| always stip I
Default VLAN 10§10 - Default WVLAM 1D:] 20 -~

=g PPP
5= Switch 1 | 2 (3]

Mesh
°15 Me Switch Port  Host m Rule
lzssl P ¥
ZWs 1
#2 Routing P |Switch / |VLANID |Ports [+
g N switch 10 etherl, ether?
Q"'“"” switch1 20 etherl, ether ?

Leues

| Files @E‘
2] Leg _ : =
.@ Radius Switch |5wrtch‘| || 0| 0K
& Tools ¥ VLAN D] [10 4 | Cancel
MNew Teminal Parts Ie‘ther'l—”ﬂ ] Parts |erthef‘|—||i| - rocly
4 MeaROLTER ez 34 E R D
fg Partition [] Independent Leaming [] Independent Leaming
| 4 Make Supout rif Copy

M
@ s
9 New WinBox
! Exit enabled _|enab|ed

2item
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LAB TKJ

PENGUIJIAN

= o x = [m] x
O PENDIDIAKN SMK -YouTube X = @ Router0S -> MikroTik > Interfa X =
&« C @ youtubecom/results?search... & * @ O @ *B » o <« C A Notsecure | 192168.10.1/graphs.. ¥+ B O &, & #» o
YIFY Movies @ Cara Menambah Au.. &) DataCentersmknd |5 Paket PLTS Murah.. » | B! Apps @ YFYMovies @ CaraMensmbanAu. & DataCentersmind |5 Paket PLTS Mursh.. »
» YouTube ° PENDIDIAKN ¢ SRR ~ terface <ether1> Statistics
General « Last update: Wed Mar 17 13:12:35 2021
Connection e .
IPv4 Connectivity: Internet fily” Graph (5 Minute Average)
IPv6 Connectivity: No network access 5. 00K
Menampilkan hasil untuk PENDIDIKAN SMK  Atau telug Media State: Enabled i
Duration: 00:27:30 ).00kh
Network Connection Details X oore
Network Connection Detais
J00kh
VOKASI SMK Property Value
ke Gonnection-specfic DN j 6 B 10 12 14 46 18 20 22 0 2 4 & & 10 12
keberhasilan Description Reaiek PCle GBE Family Controller
Physical Address AB1E84533A15
(@ mteirna ) mmmnin ) snemsti s () s Q) mal LN DHCP Enabled Yes
P4 Address 192.168.10.254
Py Subret Mask 265.256.255.0
Lease Obtained 17 March 2021 1251:53 . .
Lease Expires 17 March 2021 13:26:52 ekly” Graph (30 Minute Average)
IPv4 Defaut Gatemay 152,168,101 R
Py DHCP Server 182.168.10.1 F
Pv4 DNS Server 2882
1Py WINS Server §oxe
NetBIOS over Topip En.. Yes
Linklocal IPvG Address  FeB0::99ef b7a:bGeb78%4 Al
PG Defauit Gateway
IPv6 DNS Server g+
+00kh
Wed Thu Fri Sat Sun Mon Tue Wed

LAB RPL

&« c o @ www.youtub.com w meo&@ =|¢ G @ © & httpsy/fwww.google.com e moe&m| =
Gmail Gambar
N ~ Google
trOUble ﬁﬂd General
Network Connection Details X

We can't connect to the
www.youtub.com.

If that address is corre
things you can try:

Network Connection Details:

Property
Connection-specific DN
Description

Physical Address

DHCP Enabled Yes
* Try again later. 1Pv4 Address 192.168.20.253
Py Subret Mask 255.255.255.0
* Check your network Lease Obtained 17 March 2021 13:2202
« If you are connecte| Lease Expires 17 March 2021 13:37:00
check that Firefox h IPud Default Gotomay ~ 192.16820.1
IPy4 DHCP Server 152 168.20 1
ot Pu4 DNS Server 8888
Py WINS Server
NetBIOS over Tepip B Yes

LinkJocal IPv6 Address
IPv& Default Gateway
IPv6 DNS Server

Value Penelusuran Google Saya Lagi Beruntung
Realtek PCle GBE Family Controller

AB-1E-84-53-9A-16

Google menawarkan: English  Basa Bali

fe80::99¢f b Fa 8bbe fb78%4

Tentang Periklanan Bisnis Cara kerja Penelusuran

| Privasi Persyaratan Setelan
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%+ Hotspot

- & internet hotspot > login G Google *

&« G @® © & ukk2021-hilminet/ogin @Y IND & @ = |(¢ X @ |© & https/fwww.google.com =@ W INOD & @ =

Gmail Gambar

e . GO Ie
I
Network Connection Details X

Network Connection Details:

Property Value
Connection-speciic DN...
login Description Qualcomm Atheros QCAS377 Wireless N
. Physical Address IC-ARET-A0-B3-91
password DHCP Enabled Yes
OK |Pwé Address 192.168.20.251 Penelusuran Google Saya Lagi Beruntung
1Pv4 Subnet Mask 255.255.255.0
Lease Obtained 17 March 2021 13:38:22
. Leass Expires 17 March 2021 14:38:22 Google menawarkan: English Basa Bali
HOTSPOT GATEWAY |Pvé Default Gateway ~ 192.168.30.1 ¢ 7
IPw4 DHCP Server 192.168.30.1
IPw4 DNS Server 1020301
1Pw4 WINS Server

NetBIOS over Tepip En...  Yes

Linkdocal IPv6 Address  fe80:4079:20a5:2839:d034%22
Pv6 Defaut Gateway

1Pv6 DNS Server

< >

Tentang Periklanan Bisnis Cara kerja Penelusuran

Drieaei Persyaratan Setelan
Performina a TLS handshake to www.aooale.com...
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