TOPOLOGI

INTERNET

ETHER2] LABTKJ:VLAN 101
LAB RPL : VLAN 102
TRUNK| HOTSPOT : VLAN 103

BRIDGE ((( »))

PORT 13-14 VID 103

LAB TKJ : VLAN 101
LAB RPL : VLAN 102
HOTSPOT : VLAN 103

PORT 9-1p VID 101

>
PORT 11-12 VID 102

[N VA0
LAB-TKJ LAB RPL

Hotspot
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SETTING ROUTER

1. Setting Interface dan VLAN

e admin@08:35:31:75:73:28 (MikroTik) - WinBox (64bit) v6.47.8 on RB2011UIAS (mipshe)
Session  Settings Dashboard

Safe Mode | Session:|08:55:31:75:73:88

o Wireless
3% Bridge
. PPP

5/ Switch

]

Hafaneljn Ethemet EolP Tunnel  IP Tunnel GRETumnel VLAN VRRP  Bondng LTE

T
5 P I
4 | Type Actual MTU (L2 MTU |Tx

() MPLS >
Tt Routing > Ethemet 1500 1538

8 Ethemet 1500 1598 Obps
RSy Ethemet 1500 1598 Obps
B Gueues Ethemet 1500 1598 Obps
B Files Ethemet 1500 1598 Obps
E Log Ethemet 1500 1598 Obps
: R Ethemet 1500 1598 Obps
a7 RADIUS Ethemet 1500 1598 Obps
7. Tools I3 Ethemet 1500 1598 Obps
8 New Temminal Ethemet 1500 1598 Obps
& Dot1X
= LD
B MetaROUTER
#3 Partition o
b1 Make Supout i ({117 ftems (1 selected)

Manual
© New WinBox

B Ext

e admin@08:35:31:75:73:88 (MikroTik) - WinBox (64bit) v6.47.8 on RB2011UIAS (mipsbe)
Session  Settings Dashboard

[0 ][] [ safe Mode | Session:[0855:317573:88

# Cuick Set
L CAPsMAN
¥ Interfaces EolP Tunnel
T Wireless P Tunnel
#x Biidge GRE Tunnel
a PPP VLAN
Erlnecs VRRP P Tunnel | IP Turnel | GRE
o Bonding ect Intemet
P 3 i
% MPLS P Bridge Actual MTI
Mesh
I Routing I ot tH
0 System I Virtual Ethernet met
et
& Queves PPP Server :a
B Fies PPP Client et
[/ Log PPTP Server Binding met
et
&7 RADIUS PPTP Client 5
# Tools " SSTP Server Binding met £
B New Teminal S5TP Client met 1e
> Wb L2TP Server Binding
= LCD -
i L2TP Client
B MetaROUTER e
P Tas— OVPN Server Binding
artition
é Make Supout OVPN Client
B Manual PPPoE Server Binding
@ New WinBax PPPoE Client
Bl Ext VPLS
Traffic Eng Interface
Virtual
WDS
Nstreme Dual
WE0G Station
CAP Interface
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Iteriace | erface Lst Ehemet EolP Tumel 1P Tunnel GRETumel VLAN VRRP Bonding LTE

(-] [l [=] [7]

|Name £ |Type

R < etherl

R 4 ether2

R &9 vlan101-LAB-TKJ
@ etherd
4 etherd Ethemet
4 etherh Ethemet
& ether§ Ethemet
<& ether? Ethemet

R 4 etherd Ethemet
& etherd Ethemet
<& ether10 Ethemet
<& sfp Ethemet

+|

12 tems

TR T

Type: [VLAN

|
I eely |
MTU: [1500 |
Actual MTU: 1500 |
L2 MTU: [1554 |
MALC Address: [08:55:31:75:73:82 |
ARP: enabled =] | Remove |
ARP Timeout: | | - Torch
VLAN ID: [101 | B
Interface: |e1herZ || 3| o

|| Use Service Tag

[Name Djix E
R & etherl |
R a2 Generol | Loop e s | T
R % vlan101-LAB-TKJ VLAN - S an 1
A 0 vion 102.LAB-RPL VLAN | Mame: |vlan102-LAB-RPL | | Cancel
4 etherd Ethemet Type: |WLAN | | Aoply |
& etherd Ethemet i :
fares crere gt |
& etherb Ethemet Actual MTU: [1500 |
R 4 etherd Ethemet L2 MTU: [1594 |
& etherd Ethemet MAC Address: [08:55:31:75:73:82 |
& ether10 Ethemet —
& sipl Ethemet ARP: [enabled [#] | Remove |
ARP Timeout: | |+ Torch
| VAN ID: [102 |
.
13 tems Interface: |e1her2 || ¥ | |

|| Use Service Tag

running
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[F-][=] []ee] [
General | Loop Protect  Status  Traffic
|Name e |Type
R @ etherl Ethemet I MName: |vlan103-Hotspot I |
R 4 ether? Ethemet
R @ vlan101-LAB-TK) VLAN Type: |VLAN |
R 9 vlan102-LAB-RPL VLAN MTU: [1500 |
R 9 vlan103-Hotspot WVLAN
& ether3 Ethemet Actual MTU: [1500 |
d? etherd Ethemet L2 MTU: |.|594 |
@ etherh Ethemet
% ethers Ethemet MAC Address: [08:55:31:75:73:82 |
@ ether? Ethemet X =
R etherd Ethemet R crabicd [=]
@ etherd Ethemet ARP Timeout: | |+
<& ether10 Ethemet -
Interface: |sther2 =]
« || Use Service Tag
14 items

|running

<ether2-Trunk>

General

Bhemet | Loop Protect | Overal Stats | Rx Stats | ...

Max |2 MTU- (4074

MAC Address: |08:56:31:75.73:82

ARP: [enabled

Type: |Ethemet | | Ppply |
MTU: [1500 |
Actual MTU: [1500 |
Lz MTU: [15%8 | [ Conment |
| Torch
|
|

ARP Timeout: |

Interface ‘ Interface List q
Interface <ether]-WAN:=
- o q
Illa [v][x] |:| General | Bhemet  Loop Potect | Overal Stats | R Sats |
MName
R < ether-WAN Name: |ether1-WAN
Type: |Ethemet
vian - -
R {# vlan102-LAB-RPL MTU: (1500
R &4 vian103-Hotspot i
& otherd Actual MTU: [1500
@ etherd L2 MTU: 1538
4 etherb .
4 stherb Max |2 MTU- (4074
<& ether7 MAC Address: |UB:55:31 RiTER
R < etherd ;
4 etherd ARP: [enabled
& ether0 ARP Timeout: |
<& sfpl
!
14items (1 selected)

unning
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2. Setting DHCP Client

A5 Quick Set
i CAPsMAN
= Interfaces
i Wireless
% Bridge
=% PPP

| T — YT
. DHCP Cient | DHCP Clirt Options

e | B E (] (7] [ ]| o

[orcr Gent | |Interface /|Use P |AddD..|IP Address  |Expires After | Status [+
DHCP Relay

DHCP Server

nNS

DHCP Client
DHCP Client | DHCP Client Options

]E.E@.\H&ml Renew | S

/ |Use P... |Add D... IP Address ires After | Status hd

3. Cek Koneksi Internet

x Tools | Temina
[admin@MikroTik] > ping google.com
™ Make Supout f SEQ HOST SIZE TTL TIME STATUS
0 74.125.130.100 56 103 162ms
€@ Manual 1 74.125.130.100 56 103 €7ms
@ New WinBox 2 74.125.130.100 56 103 €7ms
' Exit sent=3 received=3 packet-1loss=0% min-rtc=67Tms avg-rtt=98ms max-rtt=162ms | |
[admin@MikroTik] > I 5]
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4. Setting IP Address

© admin@08:55:31:75:73:88 (MikroTik) - WinBox (64bit) v6.47.8 on RE2011UiAS (mipsbe)
Session  Settings Dashboard

Safe Mode |  Session:|08:55:31:75:73:88|
# Quick Set
L CAPsMAN
™ Interfaces
o Wirless
3% Bridge
== PPP
3 Switch

) MPLS

Address <192.168.101.1/24>

Address: | 192.168.101.1/24

Network: | 192.168.101.0 -

Interface: [vian101-LAB-TK) || ¥

Address: [ 192.168.102.1/24 ]

T Routing
Cloud

1 System wther 1 WAN

Network: | 192.168.102.0 -

B Gueues BiEre s - 192.168.101.1/24 1921681010 vlan101-LAB-TKJ Inteface: [vian102LAB-RPL | %]

B Fles

5l Log

&7 RADIUS

#. Tools

B New Teminal
@ Dot1X

= LCD

B MetaROUTER
#2 Partition

") Make Supout nf
B Manual

DHCP Server
DNS
Firewall
Hotspot
IPsec

Kid Control
Neighbors
Packing
Pool
Routes
SMB

DHCP Relay 5 192.168.102.1/24  192.168.1020  vlan102-LAB-RPL

Address: | 192.168.103.1/24

Network: | 152 168.103.0 -

Interface: |vlan103-Hotspot Ii[

@ New WinBox

Bl et SNMP

Services
Settings
Socks
TFTP

5. Setting NAT

| — —
& Quick Set
2 CAPsMAN
W |nterfaces
1 Wircless
21 Bridge
2= FFP

5 Switch

Advenced | Bdra | Acton | Staistics |

I Chain: |srcnat l? Cancel
soraml v ([ ew
Dst. Address: -

°[2 Mesh Firewal
ARP
R - ocouring Fiter Fuies [ NAT | Mangle  Raw | Servis Pors
T+ Routing ~ Addresses EE |i||i| |(9 Reset Counters
i Syzem . Cloud # Action | Chain Src. Address | Dst. Ad
& Queues DHCP Client
B Fies DHCF Relay
| Log DHCP Server
a? RADIUS Lis
7. Tools 2
B New Terminal HIEL
% Dot1x IPsee
= Lo Kid Contral
B petgROUTER  eshbers
',‘ Partition fisca
B Make Supout iif Foal
B Manual s
SMB
New WinBox
g = SNMP 1item (1 selected)
Services

Settings

Protocal: - Comment

[ Doatle |
Sepo[ |«
| Rese Counter |
| Rlese A Counters |

DsPot:[ ]~
Remove
LA I
In. Interface: - EOES
| ot interface: [ [sthert-wian [#]}a | [ Resst Al Counters

T
D

PacketMak:| |~
Connection Mark: I:l -
RowngMak:[ |+
Routing Table: I:l -

Comecton e[|~

Socks

enabled

ic. Ad... |Dst. Ad..
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Firewal [=/EY
Fler Rudes  NAT | Mangle | Raw | Service Pots | Comectins | Addvess its | Layer7 Protocols |

[#][=] [~][x] [ Reost Al Cauriers | Frd_ @3]

Reset Counters ||

L(*}

pdgress | Lst Address

NAT Ru

Remave
*] Reset Counters [ s
1 item (1 selected)
Resst All Counters

6. Setting Hotspot

|Smn!ﬁrﬂes‘Ms|lhaﬁrﬂes‘kﬁm‘Hnﬂs|lPMgs|Sﬂﬁmm|WﬂedGﬂdm|...|

EB @ | Reset HTML |[ Hotspot Setun |

[Name # [Interface

a7 RADIUS IHotSpot Interface: |v|an103—Ho15|)ot
# Todls

B New Teminal

 Dotix
= LCD

B MetaROUTER
#3 Partition

) Make Supout if
Manual

@ New WinBox
H Bt
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5Wm|5erverl‘rm‘ies Users  User Profiles  Active Hosts  IP Bindings ~ Service Pots = Walled Garden

EE @ | Reset HTML || Hotspot Setup |

|Name 4 |Ir1terface |Mdress Poal |Pmﬂ|e |Mdresses | |v
Local Address of Metwork: |1}
Masquerade Metwork
Ditems
[=]|E3]
Servers |SenrerPr:ﬂes Users  User Profiles  Active  Hosts  IP Bindings ~ Service Pots ~ Walled Garden
EE | Reset HTHL || Hotspot Setup | Find
|Name e |Irﬂerface |Mdress Fool |F‘mﬂ|e |Mdresses | |v
Hotspat Setup
IMdress Pool of Network: [JEEREAE :
|
[=1E3
Servers ‘ Server Profiles Users  User Profiles  Active  Hosts  IP Bindings  Service Ports = Walled Garden
[#][=] [«][%] | Reset HTMIL || Hotspot Setup | Find
|-

|Name 4 |Ir1terface |Mdress Pool |Proﬁ|e |Mdresses |

Select hotspot SS5L cerificate.

e

| Back | Net || cancel |

0 items
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[=1[E3
Servers |ServerPrm°l-e5 Users User Profles  Active Hosts  IP Bindings  Service Pots = Walled Garden
/=] [ Reset HTML || Hotspot Setup | Find
|Name 2 |Ir|terface |Mdress Poal |Pmﬁ|e |Mdresses | |v
IIF‘l Address of SMTP Server: |[IX I
|
Ditems
[Ol[x]
Servers |ServerPrtﬂes Users  User Profiles  Active Hosts  IP Bindings  Service Pots  Walled Garden
[#][=] [«][&] [ Reset HTML || Hotspot Setup | Find
|Name ! |Interface |Mdress Poal |Proﬂ|e |Mdresse5 | |v
[N Servers: [192.168.103.1 B
0 tems
(O[]

Servers |Ser\rerF‘rtﬂes Users User Profiles  Active Hosts  |IP Bindings  Service Pots  Walled Garden
_Cl-l.-lc

EE | Reset HTML || Hotspot Setup |
|Md"355 Pool |F‘mﬁ|e |Mdresses |

4 | Interface

| Name

Hotspot Setup
DMNS name of local hotspot server
1

IDNS Name: | hilmi-ukk net]

o o] [t

Oitems
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O]

Servers |Semeerﬁles Users User Profles Active Hosts  IP Bindings Service Ports  Walled Garden

[#][=] [«][=] | Feset HTML || Hotspot Setup | Find

|Name £ |Irrterface |:°¢:|dress Pool |F‘roﬁ|e |Mdresses | |v

Hotspot Setup

Mame of Local HotSpat User: |ilmi |

Passwaord for the User: |hilmi |

| Back |[Next | | Cancel |

0tems

Hotspot =1 E3
Servers ‘ Server Profiles  Users  User Profiles  Active  Hosts P Bindings  Service Ports = Walled Garden

EE | Reset HTML || Hotspot Setup |

|Name 2 |Ir|tefface |Mdress Pool |Proﬁ|e |Mdresses | |v
O hotspot1 vlan103-Hotspot hspoal-18 hsprof1 2

Hotspot Setup

Setup has completed successfully

1item
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7. DHCP Server

2= MetaROUTER
P2 Partition
" Make Supout rif
B Manual

DHCP | Networks | Leases Opfions | Option Sefs | Vendor Classes | Alets |

#|[=| [][] W] orcrcars [orce sa ]

# [Interface [Relay  [Lease Time [Address Pool

‘Nane

Add AR

Select interface to un DHCP server on

DHCP Server Interface:

partieTe 3|
E==1

DHCP Server
DHCF|N=tmks|Leam|ﬁ:ﬁms|ﬁ:ﬁm5&h|Vﬂ1d:rﬂam|ﬂuts|

][] [][5] [] | owcr cony [[ D et |

[Name 7 |interface |Relay  |Lease Time |Address Pool  [Add AR..| |=
DHCF Setup
Select network for DHCP addresses
Oitems
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O]

DHCP|Networks Leases Options Option Sets  Vendor Classes = Alerts

[#][=] [«][] | DHCP Cortig || DHCP Setup | Find

|Narne £ |InterFace |Relay |Lease Time |Mdress Pool |Md }\R...| |v

DHCP Setup

Select gateway for given network

Ditems

]| E3)

DHCP|Networks Lleases Options Option Sets = Vendor Classes  Alerts

\#|[=|[][s] 7] | oHCP Corig || DHCP Setup | Find

|Name 4 |Interface |Relay |Lease Time |Mdress Pool |Md .Pl.R...| |'

| Back |[Next ] | cancel |

0 items

[=11E3)

DHCP|Networks Lleases Options Option Sets  Vendor Classes  Alerts

[#][=] | DHCP Config || DHCP Setup | Find

|Name & |Ir1terface |Fielay |Lease Time |}\ddress Pool |}’\dd }\Fi...| |v

DNS Servers: [8.8.8.8 | %
(8844 =

| Back |[Next] | cancel |

0 items
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DHCP | Metworks Leases Options  Option Sets | Vendor Classes = Alerts

EE | DHCP Config || DHCP Setup |

|Name b |Ir|terFace |Helay |Lease Time |.F\.ddre55 Pool | Add .P«R...| |v

DHCF Setup
I Lease Time: ((KUQIECY |I

0 items

DHCP Server
DHCP | Metworks Leases Options Option Sets  Vendor Classes  Alerts

EE @ | DHCP Cortig || DHCP Sefup |

|Name /| Interface |Relay | Lease Time |Address Pool  [Add AR... |-

dhepl vian101-LAB-TKJ 00:10:00 dhep_poold no

DHCP Setup

Setup has completed successfully

1item

*Lakukan hal yang sama Server DHCP untuk LAB berikutnya, terkecuali untuk jalur Hotspot karna sudah

dilakukan pada saat mengkonfigurasi Hotspot.
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8. Setting Graphing (Monitoring Bandwidth)

*[* Mesh
w8 |p

() MPLS
T Routing
1 System
& Queves
B3 Files

New [eming

- = = ==

BTest Server

B Log Bandwidth Test
29 RADIUS =
Flood Ping

& Dot1x IP Scan
= 0D MAC Server
B MetaROUTER ~ hewateh
#2 Pariion Packet Sniffer
" Make Supout rif ang
E Manual Sl
@ New WinBox Prefie
& e RoMON
SMS
Telnet
Torch
Traceroute
Traffic Generator

T MM

raphing Rule <ether1-WAN:
Inteface: [etherlWaN ~— |¥]
Allow Address: |192.168.101 0,24 |
Store on Disk

Titem (1 selected)

9. Block Akses Youtube pada LAB RPL

& Quick Set
L CAPsMAN
| Interfaces
L Wireless
74 Bridge
2= PPP

5 Switch

0 WMPLS
I Routing

1 System

& Gueues

B3 Files

| Log

a7 RADIUS

. Tools

B8 New Teminal
@ Dot1X

= LCD

B2 MetaROUTER
#2 Partition

") Make Supout rif
B Manual

@ New WinBox
M Eit

ARP
Accounting
Addresses
Cloud

DHCP Client
DHCP Relay
DHCP Server
DNS

:
Hotspot

IPsec

Kid Control

Neighbors

Packing

Pool

utes
SMB
SNMP
Services
Settings

Fitter Rules | MNAT | Mmde| Raw | Service Pots  Connections ~ Address Lists | Layer7 Protocols

M=l =l 7

/ |Regexp |

MName:

@ Youtube * +fyoutube com).*$

Name: | Youtube

" +{youtube .com).*$
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[=1[E3
MNAT Mangle Raw Service Ports Connections  Address Lists  Layer7 Protocols
L ] |:| Igl 10 Reset Counters ||l’0 Reset All Courtters | [Find | [a |=
# [ [Acion [Chain |Src. Address |Dst. Address |Proto... [Src. Port  [Dst. Pot |In. Inter... [Out. Int... [In. Inter..[
0D
10 A
2D A
3D ®8
;g : Chain: |i| Cancel
6D ¢ Sre. Address: [] [192.168.102.0/24 -1 | Apply |
70 &
Dst. Address:
gg : ros: | ¢ Disable
TR -
. place hi Src. Port: | |+
Dst. Port: | |+
Any. Port: [ |+
o In. Interface: | | -
12items [ out. nterface: [ [ethert-wiaN (5] a | ResetAlCounters
In. Interface List: | | -
Out. Interface List: | | -
O]
Fiter Rules | NAT Mangle Raw Service Ports  Connections  Address Lists  Layer7 Protocols
IEHE @ (0 Reset Counters || (0 Reset All Courters | |.=.'.-'.cf | |a|| ||3|
# | [Action [Chain |Src. Address |Dst. Address |Proto...|Src. Port  [Dst. Part  |[In. Inter...[Out. Int...[In. Inter...|+
oD i
1D
2D ™
iD ®8
0 a M E—C
5D @ Src. Address List: v |+ Cancel
6D @ Det Addresslis:| |~
7D A
8D # Layer7 Protocol: []
SD # Youtube
- .
S = — Copy
Comnecton Rate:| |~
PerConnection Classier. | |~ FT—
[CI[]
Fiter Rules | NAT Mangle Raw Service Pots Connections Address Lists  Layer7 Protocols
IEIIEI Igl . 10 Reset Counters || (O Reset All Counters | [Find | [al =]
# | [Acton [Chain |Src. Address |Dst. Address |Proto... Sre. Pot |Dst. Port  [in. Inter...[0ut. Int... In. Inter... [Out. Int... +
70D @jump hsinput |+
8D $reject hsunauth 6 ftcp)
90 $reject hsunauth
10D $8 reject hs-unauth+o |
. place hotspot rules here
11 X pas... unused-hs...
12 gdmp forward 152.168.10... etherl-...
¢ O x [»
13 items
General Advanced Exra | Action | Statistics oK
Action: [T + Cancel

[ Log Ppply

Log Prefix: | | = Disable
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SETTING SWITCH MANAGEABLE

1. Deteksi IP Switch dengan Winbox

@ WinBox (84bit) v3.27 (Addresses)

File Tools

Connect To: |http:f,-"|‘32.168.38.‘|,-’

Login:

Password: |

Connect To RoMON | | Connect |

| Keep Password
| [] Open In New Window

Managed Meighbors ‘

|: o

[=]

MAC Address # |IP Address [ dentity |Version  [Board |Uptime | g
08:55:31:41:8E.B7 192.168.58.1 Mitero Tik 2.10 C55326-24G-25+ 02:04
.| »
1item (1 selected)

2. Setting IP Komputer
sesuaikan dengan jalur IP pada switch
[P |
B Ethemet Properties K peted
niport (PPTP)
Networking  Sharing
IS .
F Internet Protocol Version 4 (TCP/IPv4) Properties *
General
Th  Youcan get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
B for the appropriate IP settings.
i
b (C) Obtain an IP address automatically
E (®) Use the following IP address:
€
Obtain DNS server address automatically
(®) Use the following DNS server addresses:
Preferred DNS server: I:I
Aermate DNS server: ]
[ validate settings upon exit
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3. Login Switch
User admin dan password kosongkan

@ MikroTik SwOS X 4+ v - x
< C A Notsecure | 192.168.88.1/indexhtml B A e O R P
B Apps (@ YFYMoves @ CoraMenamooh av.. @) DateCentersmind @ Pok Document.. ik UCS LS| AdapterBe.. @ Registrasi On Line » Reading list
ign in
MikroTik SwOS httpi//132.168.88.1 | ‘ Logout
Your connection to this site is not private
Loading...
Password
ol
4. Reset System pada Switch
“« ”
Masuk ke Tab “System
@ MikroTik SwOS X 4+ v - x
& C A Notsecure | 192.168.88.1/index.htmi#system ® # (“e 0 » 's H
I Apps (m YIFY Movies @ CaraMenambahAu.. &) DataCentersmknd @ Paket PLTS Murah.. (@ Virtual Server | Web.. @ Support Document.. i UCS LS| Adapter Be.. @ Registrasi On Line » Reading list
MikroTik SwOS ‘ Logout
Link ‘SFP H Port Isolation | LAG " Forwarding ‘ RSTP || stats ‘ Errors | Hist | vLan || vians | Hests | 16MP | snmp |ACL | Upgrade

General

Address Acquisition
Static IP Address
Mo trom [

Secroll kebawah dan klik “Reset Configuration”

Uptime  02:10:2%

DHCP & PPPoE Snooping
Trusted Ports

Add Information Option

Health

Temperature  63C

| Discard Changes ‘ Apply All

Password Change

Newesssword |

| Change Password

Backup

Backup to Restore Choose File | No file chosen

Restore Backup | ‘ Save Backup | | Reset Configuration I

‘ Reboot

Setelah Switch berhasil di reset switch akan merestart tunggu sampai proses restart selesai, jika sudah
merestart silahkan login Kembali dengan menggunakan user dan password di atas.
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5. Setting Interface Switch
Ketika sudah login silahkan masuk ke Tab Link, dan buat penamaan pada setiap port seperti gambar
diabwah ini kemudian scroll kebawah dan klik “Apply All”

@ MikroTik SwOS x  + v = X
<« C A Notsecure | 192.168.88.1/index.html#link B % g 0 M g H
3! Apps  (m YIFY Movies € CaraMenambah Au.. ¢§) DataCentersmknd @ Paket PLTS Murah.. @ Virtual Server | Web.. 4 Support Document.. i UCS LS| Adapter Be.. @) Registrasi On Line » Reading list
MikroTik SwOS (el
Ii” SFP ” Port Isolation Iml Forwarding 1 RSTP Stats Errors m VLAN VLANs Hosts 1GMP SNMP [F] System Upgrade

Enabled Name Link Status Auto Negotiation Speed Full Duplex Flow Control
| Fora [romimume ] | o link o
Port2 Port2 no link no
Port3 no link no
Porta no link no
Ports no link no
Porté no link no
Port? no link no
Ports no link no
Port9 Port9-LAB TK] no link no
Port10 no link no
Port11 no link no
Port12 no link no
Port13 no link no
Port14 no link no
Port15 Port15 no link no
Port16 no link no
e — I - -
Port20 no link no
Port21 link on 16 yes
Port22 no link no
Port23 no link no
Port24 no link no
SFP1 no link no
SFP2 no link no

Pending changes ‘ Discard Changes
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6. Setting VLAN
Masuk Ke Tab “VLAN”, Silahkan setting VLAN dan Trunk sesuai dengan gambar dibawah ini, jika
sudah klik “Apply All”

Port9-LAB TKJ only untagged ¥

Port10-LAB TKJ only untagged ¥

@ MikroTik SwOS x 4+ v - b4
<« C A Notsecure | 192.168.88.1/index.htmi#vian B % g 0 M 3 H
I Apps  (m YIFY Movies @ CaraMenambshAu.. &) DataCentersmknd @ PaketPITS Murah.. ¢ Virtual Server|Web.. @ Support Document.. ik UCS LS| Adapter Be.. @ Registrasi On Line » Reading list
MikroTik SwOS [tosot] 5
VLAN Mode VLAN Receive Default VLAN ID Force VLAN ID
| Port1-Trunk only tagged v |

Port2 any ~ l:l

Port3 L]

Ports L]

Port5 optional ¥ any hd l:l

Port6 | optional v ]

Port7 n l:l

Port8 n

Portl1-LAB RPL only untagged ¥

Port12-LAB RPL | optional ¥ only untagged ¥ 102

Port13-Hotspot | aptional v only untagged ¥

=)
@

=)
@

Port14-Hotspot only untagged ¥
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7. Setting Trunk
Masuk lagi ke Tab “VLANs” untuk setting Trunking, kemudian klik “Append” untuk menambahkan
dan jika sudah selesai klik “Apply All”

@ MikroTik Sw0S x  + Vo= X

< C A Notsecure | 192.168.88.1/index.html#vlans ® F\H $ 0N 3 :

UCS LSl Adapter Be.. @ Registrasi On Line » Reading list

B Apps b YIFVMovies @ CaraMenambah Au. (R DastsCentersmind @ Paket LTS Murah.. (B Virtusl Server| Web.. @ Suppert Document.,
MilaroTik SwOS Logout
Link ‘SFF IPnrt [sn\atmnl LAG Ianarding} RsTP || stats ‘ Errors || Hist || vLan IGMP | SNMP |ACL ‘ System | Upgrade

VLAN ID Port Isolation Learning Mirror IGMP Snooping Members

Pending changes IAppendI ‘ Sort ‘ Discard Changas| |Apply All ‘
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v = pt

@ MikraTik SwOS x +
< C A Notsecure | 192.168.88.1/indexhtmi#vians B & % O N P
I Apps  (m YIFY Movies € CaraMenambah Au.. &) DataCentersmknd @ Paket PLTS Murah.. (@ Virtual Server | Web.. @ Support Document.. i UCS LS| AdapterBe.. @ Registrasi On Line » | [ Reading list
MikroTik SWOS
VLAN ID Port Isolation Learning Mirror IGMP Snooping Members
101 0 ] @0000000880000000000000000 [cut] [nsert
102 O O EO0000000088a000000000000a0 \E |@
=] 0 =EO00000000000EE000000000000 \E |@
Pending changes | append| | Discard changes | [appiy ail]

SETTING ACCESS POINT ROUTER

1. Login AP Router
Hubungkan AP Router ke port vlan Hotspot pada Switch, kemudian login dengan menggunakan

winbox cari “Access Point Router”

'@ WinBox (64bit) v3.27 (Addreszes)

File Tools

Connect To: |64:01:54:BA:BD:55

| Keep Password

Login:

| ["] Open In New Window

Password: |

Connect To RoMOM Connect

Managed Meighbors |

Frd ] T5
MAC Address T |IP Address |dertity \ersion  Board \Uptime | ¥
— 64:01:54...
64:01:54:BABDS5  0.0.00 Mikro Tik 6392 (.. RBY51U-2nD 2d 04:30:
— 08:55:31...
08:55:31.75.73:82 152.162.102.1 Mikro Tik 6478 (st.. RB2011LiAS 04:18:1
08:55:31-41-8E:87 152.168.88.1 Mikro Tik 210 CS5326-24G-25+ 00:56:1
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2. Setting Bridge
Setting Mode Bridge pada AP Router untuk interface Etherl dan Wlan1l seperti gambar dibawah ini

© admin@64:01:54BA:BD:55 (MikroTik) - WinBox (64bit) v6.39.2 an hAP (mipshe)
Session  Settings  Dashboard

Sesson: (640154 BABD 54
A Quick Set
1 CAPsMAN
[ Interfaces

Pﬂ’ts|Flm|NHT|Hnﬂs|

*] =] [v][*] @] [7] [ s |

Mame 4 | Type L2 MTU |Tx Fix Tx Packet| =

Interface <bridge 1-Hotspot =

General |STF Status | Trafic

I Name: |bridge 1-Hotspot |I | Cancel |
Type: |Bridge | | Boply |
MTU: | | =

Actual MTU: [1500

|

P |
|
|

New Terminal
MetaROUTER

MAC Address: |64:01:54:BA:BD:55

ARP: [enabled |=

"‘ Partition +| s
| 2} Make Supout.if 1item out of 7 (1 ARP Timeout: | | - Torch
& Manual Admin. MAC Address: | | -

Bridge
B.idgeﬂm|NAT|Hnu
[+]=|[v]x [a] 7|

Interface * | Bridge |Priority (h... [Path Cost |Horizon |Role
4=t etherl bridge 1-Hotspot 80 10 root port

-
Interface: |ether1 + interface: (TN |+ |

Bridge: |bridge 1-Hotspot ¥ Bridge: |bridae 1-Hotspot =]

Priority: |80 ; Priority: |80 | hex
Path Cost: [10 Path Cost: |10 |

Horizon: | Horizan: | | -

Edge: |auto Edge: [auto =

Paint To Poirt: |auto Point To Point: |auto || -

Extemal FDB: [auto Extemal FDB: [auto =

[] Auto lsolate [] Auto lsolate

inactive inactive
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3. Setting Wireless LAN / Hotspot

@ admin@6401:34:BA:BD:55 (MikroTik) - WinBox (64bit) v6.39.2 on hAP (mipsbe)

Session  Settings  Dashboard
Safe Mode | Session:|64:01:54:BA:BD:55
A% Quick Set
5 CAPsMAN
Intesf:
Mstreme Dual Access List Registration Connect List  Security Profiles  Channels
1 Wireless o
%i Bridge IEIE IE | WPS Client || Setup Repeater H Seanner || Freq. Usage || Mlignment || Wireless Sniffer || Wireless Snooper Find
=3 PPP /[ Tune Achal MTU [T [Ex |TuPacket in/e) B Packetin/s)  [FP Ty e
= Switch 4 wlan1 WWireless (Atheros ARS... 1500 0 bps 0bps 0 0 0 bps
o0
12 Mesh =&
&5 P P
7 MPLS " General | Wireless || HT HTMCS WDS Netreme NVZ Status ok |
%2 Routing ¥ Mode: [ap bridge =] Cancel
@ Z‘fﬁe‘“ v Band: [2GHz B/G/N I ey
& Queures Channel Width: [20MHz [s]
&
= Frequency: 2412 | # ] MHz
. Radus SSID: | Himi-UKK2022 |-
& Tools I+ Scan List: [defautt IE3ES Advanced Mode
|| New Terminal Wireless Protocol: |arry ” ¥ ‘ Torch
5 MetaROUTER +] Securty Profile: [defaul s
OB poii 1item ouf e 5] VWPS Accept
& Tartion WPS Mode: [push button =] ]
_, Make Supout if WWPS Cliert
L= Bridge Mode: [enabled =
Q Manual Setup Repeater
@ New WinBox VLAN Mode: [no tag |+
.
B VLAN ID: [1 \
Defautt AP T Rate: | | + bps -
Default Client Tx Rate: | | + bps
S
Default Forward

missquen

Hilmi-UKK2022

UKK-2021-Riani
SFF-ext
realme 3

Hidden Network

%

Wi-Fi Airplane mode

@ 20c ~@®Q P NG |
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PENGUIJIAN

Silahkan lakukan pengujian pada masing masing port dan vlan yang sudah di setting dari switch dan
router, untuk pengujian silahkan colokan pada masing-masing port yang sudah di setting vlan pada
switch.

*PENGUJIAN LAB TKJ

o v - O
O YouTube x -+ @ Router0s -> MikreTik - Interfa. X +

Gl @ youtube.com/7&8ab channel=Ridwa.. X & ¥ f’“‘s ’B O » -5 B <« CcC A \Jstae:urc—l 192.168.101.1/graphs/iface... rﬁ w me ’ﬂ O » ‘5 :

(@ VIFY Movies @ CaraMenambah Au.. ¢fy DataCenter smknd » Reading list

Apps ( YIFY Movies @ Cara Menambah Au.. ¢ DataCenter smknd » Reading list

> YouTube © Q ET I |Interface <ether1-WAN> Statistics |

» Last update: Wed Feb 2 11:40:41 2022

Musik Video Mix Acara memasak Kartun Musik Ray

"Daily” Graph (5 Minute Average)

.. ¥ 20.00Kk

N 15.00K
General
10.00K
Connection
IPv4 Connectivity: = ) 5.00KD
IPv6 Connectivity: Mo network access .
Network Connection Details | Peterpan/Noah #ivankaTv KT e 5 10 12 1¢ 15 18 20 22 0 2 4 6 & 10
Network Connection Details T 19.84Kb,
Property Value
Connection-specfic DN.
Description Reatiek PCle GbE Famiy Cantraller
Physical Address ABE-BA539A16 "Weekly” Graph (30 Minute Average)
DHCP Enabled Yes ="
192.168.101.254 i 4.00KD
255.256.255.0 [ |
02 February 2022 11:42:56 = 3.00Kk
02 February 2022 11:5253
192.168.101.1 200K
192.168.101.1
2588 ] 1.00Ka
8844
0.00Ka
NetBIOS over Tegip En. Yes DURING NAIK YAMAHA FAZZIO: Tue Ued Thu Fri Sat Sun Mon Tue

Link-ocal IPv6 Address  fe80::d359:2b8F.c801:5dc™%3 IMANA RASANYA???
IPuf Nefault Gateway __

*PENGUIJIAN LAB RPL

@ Server Not Found x |+ = (m] * G Geogle x |+ = (m] >

« = C o |® https://youtube.com o @ B = « - C @ |O 8 https;//www.google.com {:?l @ @B =

Gmail Gambar bt

Google

Connection
IPvw4 Connectivity: | Internet I
l M - IPv6 Connectivity: No network access
Hmm. We're having trouble fin
Network Connection Details X

that site.

Network Connection Details.

Propety Value Penelusuran Google Saya Lagi Beruntung
We can't connect to the server at youtube.com. Connection-speciic DN
Description Reattek PCle GbE Famiy Cortroller srtanyaan tentang vaksin COVID-19? Dapatkan informasinya
Router0 - MiaTie » Saphing % | + Physical Address AS1E 34539416
Router0S -> MikroTik -> Graphing T e o
1Pv4 Address 192.168.102.253 )
« > C @ | Q 8 192.168.102.1/graphs/ | 1Pv4 Subnet Mask 255.255.255.0 Google tersedia dalam bahasa: English - Basa Bali
Lease Obtained 02 February 2022 11:47:57
: . Lease Expires 02 February 2022 11:57:57
Traffic and SVStem resource graphlng 1Pv4 Default Gateway ~ 192.168.102.1
1Pv4 DHCP Server 192.168.102.1
1Pv4 DNS Servers 3388
8844

TPV Z TWING Server

NetBIOS over Tepip En...  Yes

Linkdocal IPv6 Address  fe80:d859:2b8-c801:5dc %3
1Pv6 Default Gateway

IPv6 DNS Server Periklanan Bisnis Cara Kerja Penelusuran

Privasi Persyaratan Setelan
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*PENGUJIAN HOTSPOT

Y IR
& Internet hotspot - Log in x all Wi-Fi Status = [m} ks
« - C @ | Q8 hilmi-ukk.net/login General £a Mo..re https://www.google.com 7 B =
Connection
| © Youmust log in to this network before you can access the Infemet.  Open ne [Py Connectivity: No Internet access network before you can access the Intemet.  Open network login page X
IPv6 Connectivity: Mo network access r
Media State: Enabled
S5ID: Hilmi-UKK2022
Duration: 00:02:21
\\: Speed: 72.2Mbps
MikroTik B
Detais... || WirclessProperties |
Please log in to use the internet hoispot serv ( g
Network Connection Details x
Netwrk Cornection Detais » Connection Failed
& Username
- Property Value ~
Connection-specific DN... . .
Description Qualcomm Atheros GCAS377 Wircless rred during a connection to www.google.com.
| : e e ILE_ERROR
DHCP Enabled Yes
1Py Address 192.168.103.252 . . .
|Pv4 Subnet Mask 255 255.255.0 e you are trying to view cannot be shown because the authenticity
Lease Obtained 02 February 2022 12:28:44 iceived data could not be verified.
Lease Expires 02 February 2022 13:28:44 B B ~
P4 Defauk Gateway 1921681031 pntact the website owners to inform them of this problem.
IPv4 DHCP Server 192.168.103.1
IPv4 DNS Servers 192.168.103.1
152 1682001
IPv4 WINS Server
NetBIOS over Tepip En...  Yes
Linkdocal IPv6 Address  feB0::4079:20a5:2839:d034%.21
|Pv6 Default Gateway ©
< i >
Close
) ir
S internet hotspot - Status x |+ oill Wi-Fi Status X x |+ — a %
« 5 C @ [O& himiukknetsistus || o I T @ e
Connection
IPv4 Connectivity: Internet Gmail Gambar
IPv6 Connectivity: No network access
Media State: Enabled
SSID: Hilmi-UKK2022
Duration: 00:03:33
Speed: 72.2Mbps
Signal Quality:
s g i
Hl’ h“ml' ‘ Details... Wireless Properties |
IP address 192.168.103.252 oot Gt Bt x
Bytes up / down 0B/0B Network Connection Details:
Property Value 2 Penelusuran Google Saya Lagi Beruntung
Connected 0s 4 <
Connection-specific DN...
Description Qualcomm Atheros QCA3377 Wireless . . .
Status refresh im Physical Address 2C-AD-67-80-B9-91 a pertanyaan tentang vaksin COVID-19? Dapatkan informasinya
DHCP Enabled Yes
IPv4 Address 192.168.103.252
Log out IPv4 Subnet Mask 255.255.255.0 Google tersedia dalam bahasa: English Basa Bali
Lease Obtained 02 February 2022 12:28:44
Lease Expires 02 February 2022 13:28:44
IPv4 Default Gateway 192.168.103.1
IPv4 DHCP Server 192.168.103.1
IPv4 DNS Servers 192.168.103.1
1
IPv4 WINS Server
NetBIOS over Tepip En...  Yes
Linkdocal IPv6 Address  fe80::4079:e0a5:2839:d034%21
IPv6 Default Gateway Vv
< 2 htang Perikianan Bisnis Cara kerja Penelusuran
Privasi Persyaratan Setelan
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